Security

M9 Systems security services provide on-site and/or remote
management of physical, network, server, account and transaction
security with 24x365 real-time monitoring, protection
and response.

Outsourcing security is less expensive than finding, hiring,
retaining and training an in-house staff. By putting security
management into the hands of M9 Systems experts, outsourcing
can save you time and money, while helping ensure that security
is maximized.

We are able to provide proactive as well as reactive soluions,
which together with our security background and knowledge,
allows implementation of a total solution.

u Proactive Measures
Stop attacks before they begin and prevent breaches before they can occur.
Assess your “as-is” situation followed by design and implemetation of an appropriate defense that still allows the
company to conduct business successfully without blocking valid network traffic. This includes firewalls, intrusion
detection measures, and the deployment of Virtual Private Networks (VPN’s) that protect your key information assets
across networks, hosts, applications, and databases.
Vulnerability assessments and monitoring in the form of scans which find and rate the severity of every network risk,
ranging from open ports on unsecured servers to back doors that may have been inserted by malicious Trojans.This
facilitates business information risk management by allowing you to balance the effort and cost required to overcome a
vulnerability against the exposure risk and business significance of that vunerability.
Firewall Log Analysis that distinguishes an attack from normal traffic and, if an attack is apparent, allow firewall policy
change and adjustment to any network intrusion detection systems. Such management of firewall policies is a critical
component of security services.
Monitoring and management of VPN connection availability and security policy.
Host compliance monitoring and application of software patches to maintain a good security posture.
Network Intrusion Detection analysis.
In-depth reports on all security devices, including a complete analysis of managed security devices, events, usage
change requests and the status of bandwidth usage, plus any outstanding updates that need to be addressed by either the
us or by you.
u Reactive Measures
Quickly detect and deal with attacks and seal breaches.
Implement appropriate host and network detection probes in order to be able to detect and deal with attacks.
Continuous monitoring and log analysis 24x365.
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